Computer Assisted Methods in Engineering and Science
31(3): 279-311, 2024, doi: 10.24423 /cames.2024.764

This article belongs to the Special Issue on AI-Based Future Intelligent Networks and
Communications Security edited by Dr. S. Kumar, Dr. G. Mapp, Dr. A. Bansal and Dr. K. Cengiz

A Review of Isolation Attack Mitigation Mechanisms
in RPL-Based 6LoWPAN of Internet of Things

V.R. RAJASEKAR*, S. RAJKUMAR

School of Computer Science and Engineering, Vellore Institute of Technology, India,
e-mail: rajkumars@uit.ac.in

* Corresponding Author e-mail: rajasekarv.r2017Quitstudent.ac.in

The Routing Protocol for Low-Power and Lossy Networks (RPL) is an open standard
routing protocol defined by the Internet Engineering Task Force (IETF) to address the
constraints of IPv6 over Low-Power Wireless Personal Area Networks (6LoWPAN). RPL is
susceptible to various attacks, including isolation attacks, in which a node or a set of RPL
nodes can be isolated from the rest of the network. Three significant isolation attacks
are the black hole attack (BHA), selective forwarding attack (SFA), and destination ad-
vertisement object (DAO) inconsistency attack (DAO-IA). In a BHA, a malicious node
drops all packets intended for transmission silently. In an SFA, a malicious node forwards
only selected packets and drops the other received packets. In a DAO-IA, a malicious
node drops the received data packet and replies with a forwarding error packet, caus-
ing the parent node to discard valid downward routes from the routing table. We review
the literature on proposed mechanisms, propose a taxonomy, and analyze the features,
limitations, and performance metrics of existing mechanisms. Researchers primarily fo-
cus on power consumption as the key performance metric when mitigating BHA (47%),
SFA (51%), and DAO-IA (100%), with downward latency being the least addressed met-
ric for BHA (4%) and SFA (3%), and control packet overhead being the least addressed
for DAO-IA (37%). Finally, we discuss the unresolved issues and research challenges in
mitigating RPL isolation attacks.
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DAO inconsistency.
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1. INTRODUCTION

The convergence of physical and digital realms has given rise to the Internet
of Things (IoT) [1], where Low Power and Lossy Networks (LLNs) play a cru-
cial role by connecting resource-constrained devices such as sensor nodes [2].
LLN faces challenges such as power constraints and communication issues such
as packet loss and limited data rates. IP-connected IoT systems utilize 6LowPAN
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to integrate with the traditional Internet [3]. The Routing Over Low Power and
Lossy Networks (ROLL) [4] group of the IETF standardized the RPL to ad-
dress LLN routing needs, RPL operates at the network layer, enabling efficient
route formation and dissemination [5]. However, RPL is vulnerable to various
attacks. This study focuses specifically on RPL isolation attacks (RPL-IA) and
their mitigation in 6LoWPAN [6].

1.1. RPL overview

RPL, a lightweight routing protocol based on IPv6, is designed explicitly for
6LoWPAN |[5]. RPL efficiently connects resource-constrained IoT nodes, adapt-
ing to diverse network setups to maintain quality of service (QoS) [7]. Figure 1
illustrates an overview of an RPL network, in which RPL defines a Destination-
Oriented Directed Acyclic Graph (DODAG) utilizing an objective function (OF),
a collection of metrics, and constraints [5].
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Fi1G. 1. RPL network overview.

1.2. RPL isolation attack

An isolation attack isolates a node or a subset of the RPL network and
prevents communication with the parents and the root node. Isolated nodes
become detached from the network topology and no longer participate in the
DODAG. As shown in Fig. 2, the three major RPL isolation attacks are BHA,
SFA, and DAO-IA; all three attacks are summarized below.
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Fiag. 2. RPL attacks.
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1.3. Black hole attack

Once the DODAG is formed, each node in the RPL network has a predefined
upward path to the border router (BR). Regardless of the packet’s destination,
a packet must be forwarded to the node’s preferred parent, which comprises the
route to the BR. During DODAG formation, a malicious node falsely claims to
have an efficient route to the BR and becomes the preferred parent for most of
the active nodes. When the malicious node receives packets from other network
nodes, it silently drops them and forms a black hole in the network [8]. Fig-
ure 3a shows the RPL network with a single active BHA (N7); the packets from
nodes 8, 9, and 10 are silently dropped by node 7; victim nodes (8, 9, 10) have no
alternate paths to the BR, resulting in isolation from the network as depicted
in Fig. 3b. Figure 3c illustrates the colluding BHA in which nodes 2 and 3 are
colluding together and forming BHA. All packets received from nodes 5 and 6
are dropped by node 3, and packets from nodes 7-10 are dropped by node 3, form-
ing a BH zone. The primary adverse effects of BHA are summarized in Table 1.

b) c)

S S Blackhole Nodes

o &
Node

N7 drops all the packets from N8, N eaaaoao

N9 and N10 Isolated Nodes Blackhole Zone

Fia. 3. a) Black hole node-N7, b) isolated nodes, ¢) colluding BHA.

1.4. Selective forwarding attack

In SFA, malicious nodes selectively transmit certain packets and drop the
rest, as illustrated in Fig. 4. For example, node 8 may forward only RPL control
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F1G. 4. Selective forwarding attack.
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messages and discard all other packets from the sender nodes, and vice versa [9].
Table 1 summarizes the three variants SFA along with their primary adverse
effects and prerequisites.

1.5. DAO inconsistency attack

As depicted in Fig. 5a, in a DAO-IA, node 5 drops the received data packet
and sets the forwarding-error flag in the packet option header to create a for-
warding error packet, and then sends this packet as reply to cause the parent
node to discard valid downward routes in its routing table. Subsequently, when
the routing table no longer contains a valid downward route to the destination
node, the parent node of node 5 responds to the forwarding error packet [10], as
shown in Fig. 5b. Table 1 summarizes the impact of DAO-IA in 6LoWPAN.

7S
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.

Fia. 5. DAO-IA a) initial stage, b) final stage.

1.6. Contributions and structure of the study

RPL-IA poses a severe threat to RPL-based 6LoWPAN networks, allowing
a single node or a group of nodes to be isolated from the topology, affecting var-
ious critical applications, including healthcare and smart grid, and potentially
resulting in life-threatening incidents. The above fact drove us to thoroughly in-
vestigate the RPL-IA and the mitigation mechanisms proposed in the literature.
The contributions of this study are five-fold:
1. Provide a comprehensive review of the state-of-the-art approaches to mit-
igate isolation attacks in RPL-based 6LoWPAN.
2. Develop a taxonomy of contemporary research directions in mitigating iso-
lation attacks in RPL-based 6LoWPAN.
3. Analyzing the features and the limitations of the proposed mitigation
mechanisms.
4. Explore the performance metrics addressed by the research community
while mitigating isolation attacks in RPL-based 6LoWPAN.

5. Identify open research issues and state-of-the-art challenges related to iso-
lation attacks in RPL-based 6LowPAN.
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This study is structured as follows: Sec. 2 describes related surveys on RPL
attacks; Sec. 3 presents the research questions formulated for this study; Sec. 4
presents the results and discussion for all research questions formulated in Sec. 3,
and Sec. 5 concludes the paper.

2. RELATED SURVEYS

This section provides an overview of recent surveys, studies, and reviews
on RPL attacks and their mitigation mechanisms. Mayzaud et al. [11] analyzed
RPL-based attacks and proposed a comprehensive taxonomy of attacks. How-
ever, they did not cover recently proposed attacks and defense solutions nor did
they construct a taxonomy for defense solutions. Verma and Ranga [12] surveyed
attacks and defense solutions in RPL, presenting a taxonomy of RPL attacks and
discussing cross-layered and RPL-specific network layer-based defense solutions.
Muzammal et al. [13] investigated security issues in IoT networks, including RPL
attacks such as BHA, Spoofing, and Rank attacks, and discussed trust-based mit-
igation mechanisms and associated research challenges. Granja et al. [14] ana-
lyzed protocols for secure [oT communications but did not address RPL-specific
attacks and defense mechanisms. Pongle et al. [15] provided a brief study on
RPL and 6LoWPAN attacks, discussed defense solutions briefly, however, they
omitted taxonomy development for RPL-specific attacks and defenses. Chauhan
and Kumar [16] focused on IoT-secured communications protocols, reviewing
trust-based defense solutions for RPL-specific attacks, primarily applicable to
WSNs rather than directly to IoT networks.

To address the gaps mentioned above, this paper focuses solely on RPL-
IA and its mitigation mechanisms. We introduce a taxonomy for RPL isolation
defense mechanisms, analyzing the features, limitations, performance metrics,
unresolved issues, and research challenges in mitigating RPL-IA.

3. RESEARCH QUESTIONS

We followed the PRISMA [17] recommendations as our research methodology
for this study, and investigated state-of-the-art studies, compiled the findings,
and summarized observed evidence in mitigating isolation attacks in RPL-based
6LoWPAN. The following research questions are framed to achieve the five-fold
contributions listed in Subsec. 1.6.

RQ 1: What mechanisms are available to mitigate isolation attacks in RPL-
based 6LoWPAN?

RQ 2: How are the identified mechanisms sub-categorized as “taxonomy of
isolation attacks defense mechanisms’™?

RQ 3: How are RPL-embedded solutions further classified?
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RQ 4: What state-of-the-art lightweight Intrusion Detection System (IDS)
approaches have been used to detect isolation attacks in RPL-based 6LoOWPAN?

RQ 5: What Al-based solutions are proposed for detecting isolation attacks
in RPL-based 6LoWPAN?

RQ 6: What performance metrics are considered by the research community
while mitigating RPL-TA?

RQ 7: What are the open issues and research challenges in mitigating RPL-IA?

4. RESULTS AND DISCUSSION

This section provides the study results and answers to the research questions
presented in Sec. 3.

4.1. RQ 1: What mechanisms are available to mitigate isolation
attacks in RPL-based 6LoOWPAN?

This question is addressed by listing and categorizing the identified RPL
isolation attack mitigation mechanisms proposed in the literature. We categorize
the identified mechanisms based on the three major isolation attacks (BHA, SFA,
DAO-IA) and each mechanism is associated with studies considering it, as shown

in Fig. 6.
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Fia. 6. RPL isolation attacks mitigation mechanisms.

4.2. RQ 2: How are the identified mechanisms sub-categorized
as a ‘“taxonomy of isolation attacks defense mechanisms”?

We answer this question by classifying the identified RPL-IA mitigation
mechanisms and proposing a taxonomy. Figure 7 illustrates the proposed taxon-
omy, classifies the proposed solutions into three broad categories: RPL-embedded
solutions, lightweight IDS, and Al-based solutions.
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Fi1c. 7. Taxonomy of RPL isolation attacks defense mechanisms.

4.3. RQ 3: How are RPL embedded solutions further classified?

RPL-embedded solutions incorporate defense mechanisms into the RPL pro-
tocol, making it resistant to various attacks. In addressing this question, we cate-
gorize the identified RPL-embedded solutions into several types. Cryptography-
based solutions rely on classical techniques to fortify security against diverse
threats. Trust-based mechanisms evaluate node trustworthiness to aid routing
decisions, while provenance schemes ensure reliable data transit and routing,
integrating QoS considerations and data tracking. Threshold-based defense so-



A review of isolation attack mitigation mechanisms. .. 287

lutions utilize RPL’s inherent features by resetting the trickle timer. Statistical-
based defense solutions leverage well-known statistical approaches for enhanced
security. Hybrid mechanisms combine two or more schemes to offer comprehen-
sive RPL-embedded solutions. This section thoroughly discusses the strengths
and weaknesses of these solutions, with Table 2 providing a brief overview of the
methodology, considered attacks, features, and limitations.

4.3.1. Cryptography-based. Cryptography-based mechanisms employ well-
known cryptographic techniques like symmetric, asymmetric, and hash functions
to provide security and protect RPL-based 6LoWPAN.

In [18], authors proposed a mitigation technique utilizing a cryptographic
hash function to combat BHA and SFA. This method partitions the network
into clusters with designated cluster heads, which amalgamate encrypted data
and forward it to the nearest AP via mesh routing. Moreover, base stations assign
random numbers to APs during routing phases, achieved through request and
reply packet exchanges. Malicious nodes are identified using hash values. While
effective against single and multiple attacks, this approach demonstrates high
FPR and FNR and consumes more energy. In [19], a Cuckoo filter-based RPL
was introduced for safeguarding AMI networks. Here, the root generates a list
of legitimate nodes unalterable by the DODAG, authenticated solely by sender
nodes. Unlike conventional methods, new nodes can only join as children without
direct addition to the root node’s hash table. Authentication with the root node
is obligatory for new nodes to become formal members, triggering adjustments
to the cuckoo hashing table by the root and broadcast of updated DODAG In-
formation Object DIO messages, affecting network speed and bandwidth. The
proposed model [20] incorporates a detection, reporting, and isolation module
for managing BHA. In the detection module, non-root nodes are hash-protected
to prevent data tampering by malicious nodes. The report module notifies other
nodes of the BH node’s presence, and the isolation module separates the identi-
fied BH node from its child node. However, this approach solely addresses direct
BHAs, omitting considerations of colluding BHAs, attacker node mobility, per-
formance, or detection accuracy.

4.3.2. Trust-based. Trust-based mechanisms determine a node’s trust-
worthiness, facilitate routing decisions, provide network security, and defend
RPL networks against isolation attacks. This section presents various trust-
based (TB) defense solutions proposed in the literature to mitigate RPL-TA.
In [21], an intra- and inter-DODAG TB mechanism is proposed to counteract
BHA. It utilizes Packet Delivery Ratio (PDR) for preferred parent determi-
nation and routing decisions, along with rank metric and ETX for assessing
trustworthiness. Intra-DODAG computes trust values via PDR analysis, while
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inter-DODAG trust computations involve multiple servers and clients, employ-
ing a similar trust computation method but distinguishing between authentic
and malicious servers. However, the proposed rank modification process requires
local rank recalculations before complete repair initiation by the root, adversely
affecting network efficiency. 22| presents a Trust-Aware RPL routing protocol
that, compared to MRHOF-RPL, excels in attack detection, node rank adjust-
ment, performance, and packet loss mitigation. However, it operates each node in
promiscuous mode, making it incompatible with resource-constrained IoT nodes,
and overlooks the possibility of legitimate nodes dropping packets due to unin-
tentional errors. An adaptable IoT routing security solution is introduced in [23],
integrating RPL rank variance and DODAG contextual trust models. It employs
a non-zero-sum game to construct the trust model, selecting a trustworthy router
via evolutionary game theory. Performance evaluation indicates that this solution
outperforms other context-aware designs in detection accuracy and throughput.
DCTM-IoT proposed in [24] incorporates a multidimensional trust view, cal-
culating trust values based on various factors. However, it requires an excessive
amount of data and needs further discussion on its integration with RPL. In [25],
a framework is proposed, implementing a dummy packet-based acknowledgement
method and subjective/fuzzy trust models. However, it suffers from high packet
loss, overhead, and energy consumption, which could significantly impact the
performance and energy efficiency of loT networks. The SMTrust architecture,
studied in [26], protects against RPL attacks using trust metrics but lacks im-
plementation and testing. In [27], a TB protocol with three security modes is
proposed to safeguard against BHA, utilizing the Ant Lion Optimizer (ALO)
algorithm and Stochastic Learning Automata to enhance the RPL routing pro-
tocol. In [28], a lightweight trust computation technique to combat wormholes
and Selective Forwarding Attacks (SFA) is presented, though it neglects other
potential RPL attacks and relies solely on direct neighbor recommendations for
trust computation. In [29], a centralized and lightweight approach to defend
against SFA is introduced, demonstrating high detection accuracy and minimal
power consumption.

4.3.3. Provenance schemes. Provenance can be utilized to maintain
a record of data sources and actions performed by other entities during data
propagation and processing. Widespread use of robust provenance has been ob-
served in numerous application domains, yet provenance management in IoT
necessitates considering constraints like storage, energy, and processor limits.
The concept of provenance in the IoT has not yet been effectively studied due
to the complex requirements. In [30], authors introduced a provenance-based
approach for combating SFA. Packet Deliver Ratio (PDR) is computed and ap-
pended to the payload, tracking the packet’s path through each forwarding node
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to detect malicious nodes. The total packet count received by a forwarding node is
added to the routing table, associating this information with the respective child
node entry. PDR is then determined based on the received packet count to flag
malicious nodes; nodes falling below baseline PDR criteria are identified as at-
tackers. In [31], authors presented a provenance-enabled approach to mitigate
SFA, assessing network performance by monitoring PDR at each forwarding
node along the packet’s path. The method comprises three core components:
network, data, and provenance models. PDR computation occurs at each for-
warding node, with results integrated as provenance data in the payload to de-
tect network anomalies. Evaluation criteria include provenance size, creation
time, and memory consumption.

4.3.4. Threshold-based. Threshold-based protection methods leverage
RPL’s inherent features, extending control over the trickle timer. Fixed thresh-
old methods maintain a constant and predetermined threshold value throughout
the detection process. Conversely, adaptive threshold methods dynamically ad-
just the threshold value during detection. This section explores both fixed and
adaptive threshold-based defense solutions proposed in the literature to mitigate
RPL-TA.

In [32], authors propose a method to counter both single and colluding BHA
through a combination of global verification and local decision-making. Sus-
picious nodes failing to meet predefined threshold trigger are flagged, while
colluding BHA nodes are identified if their parent or upstream neighbor fails
to respond. Upon detecting suspicious nodes, legitimate nodes reroute data to
the root node via alternate paths. The root node verifies and responds with query
results regarding the reverse path, enabling the identification and isolation of sus-
picious nodes to prevent future communication. While enhancing data delivery
and reducing end-to-end delay, this method overlooks investigating rank-related
issues. [33] introduces an algorithm to detect BHA by setting a threshold value
for RPL-DODAG nodes derived from each node’s PDR. The evaluation of this
algorithm is mainly focused on three key metrics: attack detection rate, end-to-
end delay, and PDR, which are essential for assessing its effectiveness. SecRPL,
as presented in [34], plays a pivotal role as a robust solution against DAO fal-
sification attacks. It achieves this by restricting the number of DAO packets
sent to each destination. Performance metrics, including CPO, APC, and la-
tency, further affirm its effectiveness in forwarding DAOs. In [35] the impact
of DAO insider attacks is studied and a dynamic threshold mechanism (DTM)
is introduced to address them. However, concerns arise about inefficient energy
consumption in RPL environments. In [36], SecRPL1 and SecRPL2 are intro-
duced to counter DAO insider attacks in RPL. Both systems require activation
before network functionality, which is a drawback.
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4.3.5. Statistically/mathematically-based. This strategy employs well-
established statistical or mathematical models for mitigation. In [37], authors
propose a BHA detection method using exponential smoothing, a common tech-
nique for smoothing time series data with an exponential window function. It en-
ables short-, medium-, and long-term predictions, aiding in forecasting packet
arrival times at the sink node from all other nodes in LLNs. However, a draw-
back is that the forecast may lag behind as trends fluctuate, potentially failing to
adapt to LLNs’ dynamic nature and requiring constant updates for maintaining
accuracy.

4.3.6. Hybrid mechanisms. Hybrid mechanisms employs two or more
techniques mentioned above; this section examines hybrid approaches used to
combat isolation attacks. In [38], authors presented a distributed Trust-Based
approach to mitigate BHA, where nodes assess neighboring nodes’ trustworthi-
ness based on PDR. Only trusted neighbors serve as preferred parents for data
transmission, determined through positive feedback awareness and trust analy-
sis. However, this approach may introduce overhead and increased computational
demands. Despite demonstrating superior performance in detection rate, node
rank stability, throughput, and packet loss, its efficiency has only been evaluated
under static topology conditions without considering mobile nodes. In [39], SPRL
is introduced as a secure routing system aimed at preventing rank value manip-
ulation by constraining rank value fluctuations. It restricts malicious nodes from
altering ranks, safeguarding against internal attacks and conserving network re-
sources. Malicious nodes are identified through a threshold function monitoring
rank changes, while verification and authentication provide added security layers.
However, an evident drawback is the absence of immediate protection, resulting
in all nodes, regardless of legitimacy, bearing extra overhead due to threshold im-
plementation. Additionally, employing cryptography with a hash chain imposes
a substantial computational burden on constrained devices, rendering nodes sus-
ceptible to insider attacks.

4.4. RQ 4: What state-of-the-art Lightweight IDS approaches have
been used to detect isolation attacks in RPL-based 6LoOWPAN?

In the realm of RPL-based 10T, IDS serves as a secondary defense line against
irregular operations. However, applying IDS solutions directly to resource-con-
strained nodes poses challenges due to computational, communication, mem-
ory, and energy constraints. Lightweight IDS solutions tailored for resource-
constrained devices aim to minimize these overheads. Various types of IDS,
including anomaly detection, specification-based detection, trust-based detec-
tion, hybrid models, adaptive threshold methods, blockchain-based IDS, energy-
efficient IDS, and statistically /mathematically based models, have been explored
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by the research community to mitigate isolation attacks. Table 3 provides a sum-
mary of the methodology, attacks considered, features, and limitations of pro-
posed Lightweight IDS solutions in the literature aimed at addressing RPL-TA.

4.4.1. Anomaly-based IDS. Anomaly-based IDSs (A-IDS) analyze net-
work traffic to create an expected behavior profile and compare network events to
the actual profile, flagging any anomaly as a possible attack. A-IDSs detect both
known and potential new attacks through anomalous behavior but frequently
exhibit erroneous positive/negative detections and are more resource-intensive.

In [40], Strainer based Intrusion Detection of Black Hole in 6LoWPAN for
the Internet of Things (SIEWE) IDS detects BHA in RPL-based 6LoWPAN
using node-level (local module) and branch-level (BR/global module) compo-
nents. Each node monitors neighboring communication, compiles a list of suspect
nodes, transmits it to the BR for malicious node identification, and broadcasts it
to all nodes for blacklisting. Though improving PDR, its limitation lies in focus-
ing on nearby nodes rather than covering all resource-constrained nodes. In [41],
svBLOCK targets BHA by incorporating SVELTE, a real-time IDS for IoT, to
reconstruct the DODAG, verify node availability, authenticate control messages,
and isolate BHA nodes. A distinguishing feature is syBLOCK’s provision of CIA
assurances regarding DODAG-rooted control messages. In [42], an IDS for IPv6-
based Mobile WSNs detects SFA and isolates compromised nodes during global
repair. Combining SPRT with an adaptive threshold based on ETX addresses
path quality and network topology changes due to sensor mobility, albeit in-
curring notable network overhead. In [43], SVELTE serves as a real-time IDS
for 6LoWPAN, employing anomaly-based detection to identify various threats,
though exhibiting drawbacks such as low PDR and Correct Positive Output
(CPO), inconsistent rank measurement, and vulnerability to coordinated at-
tacks. Authors of [35] introduce a Dynamic Threshold Mechanism (DTM) to
counter DAOQO inconsistency attacks, enabling parent nodes to dynamically ad-
just thresholds over time based on received packets and estimated error rates,
thereby enhancing network security.

4.4.2. Specification-based IDS. A specification-based IDS (S-IDS) pro-
files the network’s usual behavior and generates the network profile based on
network (or protocol) parameters defined manually, leading to significantly lower
FPR and FNR. However, the manual definition of specifications makes it chal-
lenging to respond to environmental changes. This section discusses the S-IDS
solutions proposed in the literature to defend against RPL-TA. In [44], the
L-IDS technique is introduced to mitigate BHA by integrating data transmis-
sion at each hop and identifying the attacker’s presence through the LHV value,
effectively neutralizing the attacker’s network presence. However, it overlooks
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the mobility of sender and sink nodes. In [45], an IDS enhances the LHP-based
method with UDP heartbeat signals to detect BHA and SFA. Leveraging UDP
increases the likelihood of detecting malicious nodes, but it incurs CPU overhead
and TX/RX rates. In [46], a three-phase IDS utilizing the heartbeat protocol
periodically sends ICMPv6 Echo messages, cross-references replies and takes ap-
propriate action, such as removing the source of non-responses or issuing alerts.
While ensuring node vitality, it increases communication overhead due to addi-
tional packet transmissions.

4.4.3. Trust-based IDS. In trust-based IDS (TB-IDS), trust is computed
directly or via other nodes’ recommendations. The trust value is calculated using
various characteristics, such as reputation, recommendation credibility, and hon-
esty. This section describes different TB-IDS proposed in the literature to defend
against RPL-TA. In [47], TN-IDS is presented as a system monitoring nodes and
their activities, relying on blockchain-stored trust scores determined by node
behavior during routing requests and interactions with nearby nodes. Neigh-
borhood tables track node details for trust-based neighbor notifications, with
misbehaving nodes indicating potential attackers. In [48], LT-RPL introduces
a trust manager evaluating node trustworthiness based on broadcasted metrics.
Despite its efficacy against SFA and BHA, LT-RPL lacks justification for rec-
ommendations and overlooks other attack vectors. In [49], THATACHI utilizes
watchdog, reputation, and trust mechanisms to manage clustering and isolate
attacker devices targeting data routing, demonstrating low FPR and FNR. How-
ever, it does not address personification attacks. In [50], a distributed method
counters SFA, sinkhole, and identity alteration attacks by regulating neighbor-
ing node reputations through a TMS. Yet, its multiple checks impact trust levels
and performance.

4.4.4. Hybrid IDS. Hybrid-IDS (H-IDS) combines multiple well-known
ID approaches, such as anomaly-based, specification-based, and TB IDS, to mit-
igate isolation attacks in RPL-based 6LoWPAN. This section discusses the liter-
ature that proposed hybrid IDS to mitigate RPL-IAs. In [51], an IDS is proposed
to address SFA and clone attacks. It employs distributed modules in each node
with a centralized module in the sink node. Multiple sink nodes are deployed to
mitigate single points of failure in large-scale networks. One sink node establishes
the DODAG, while another identifies attackers. In large networks, a sink node
detects hello packets from node clusters. However, this system adds network over-
head and implementation costs, potentially challenging for resource-constrained
networks. In [52], a real-time hybrid IDS architecture is introduced, using opti-
mum path forests to detect sinkholes, SFA, and wormhole threats. IDS modules
on router nodes analyze child nodes and transmit local results via data packets
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to the gateway node. The gateway node hosts an A-IDS module employing the
unsupervised Optimal Path Finding and Clustering (OPFC) algorithm to form
clusters from incoming data packets.

4.4.5. Other IDS. This section describes other types of IDS proposed in
the literature to defend against RPL-IAs, including adaptive threshold-based,
blockchain-based, energy-based, and statistical IDS.

4.4.5.1. Adaptive threshold. An adaptive threshold is a dynamic technique
for establishing thresholds used to detect anomalies or potential intrusions by
adjusting to evolving patterns of network or system behavior. In contrast, fixed
threshold methods can be inflexible and may fail to accommodate shifts in net-
work traffic or system usage patterns, potentially resulting in false positives
or false negatives. Few IDS solutions [34, 36, 42|, as discussed in Subsec. 4.4,
utilize adaptive threshold mechanisms in conjunction with other detection stra-
tegies.

The proposed SecRPL framework [34] addresses DAO falsification attacks
through two distinct approaches. The first approach involves a fixed threshold
to limit both the total number of forwarded DAOs and the number of DAOs for-
warded to each destination. The second approach employs an adaptive threshold
to prevent the blocking of DAOs from non-attacker nodes, thereby ensuring fair-
ness among nodes. In [36], two mitigation mechanisms, SecRPL1 and SecRPL2,
are proposed to address DAO Inconsistency attacks. SecRPL1 manages DAO for-
warding by parent nodes, stopping the forwarding process when fixed thresholds
are surpassed until the synchronization time slots conclude. DAO counters are
reset at each DIO interval. SecRPL2, on the other hand, restricts DAO forward-
ing during specific time slots to ensure accuracy and prevent DAO discards due
to timing issues, with timings being dynamic values. An anomaly-based IDS [42]
integrates the SPRT with an adaptive threshold based on ETX to detect SFA in
RPL networks. This system comprises a centralized module located on the sink
node and a distributed module deployed on the routing nodes. While it performs
exceptionally well in mobile networks due to the use of hello packet exchanges,
it results in significant network overhead.

4.4.5.2. Blockchain-based. In [53], the 6MID blockchain architecture is in-
troduced, leveraging Micro-chains to bolster RPL for distributed ledger func-
tionality on resource-constrained 6LoWPAN devices and detect BHA. It en-
ables short-term blockchain-like trust management between BR and sensing
devices. It integrates with an external blockchain to preserve temporal Micro-
chains for subsequent joint data analysis for attack detection. The authors pro-
pose a computationally efficient Micro-block data structure for 6LoWPAN net-
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works, using a 32-bit hash value to reduce the block header to 16 bytes, requiring
only 6.4 kb of RAM to store a chain of 400 nodes in minimum mode. However,
a key challenge remains in efficiently managing blockchain processing and storage
on mobile-like smart devices.

4.4.5.8. Energy-based. In [54], the E2V architecture is introduced to com-
bat RInA attacks such as sinkholes, SFA, or BHA in RPL-based IoT networks.
It consists of rank calculation, substantiation, and malicious node elimination
modules. By identifying rank inconsistencies based on energy consumption, the
method enhances routing security. Nodes compute their rank and select preferred
parent nodes, but attackers can manipulate rankings to disrupt communication.
E2V employs an energy-based IDS to detect attacks and pinpoint malicious
nodes, reducing energy consumption and time for attack detection and network
convergence. However, a drawback is the single-point failure vulnerability, as the
system is deployed at the root node.

4.4.5.4. Statistically based. In [55], T-SIEWE is introduced as a trust and
strainer-based method for detecting BH nodes. It statistically limits monitored
nodes and excludes questionable ones to enhance efficiency. Utilizing filtering
criteria and restricting nodes in promiscuous mode, T-SIEWE reduces energy
consumption and memory costs associated with BH node detection. Conversely,
in [56], an IDS is proposed for mitigating BHA and SFA at the 6LoWPAN
network edge. It imposes no computing burden on constrained nodes and in-
cludes a network controller, packet information agent, and detection agent. This
approach evaluates packet-dropping attack characteristics to aid detection and
mitigation but prolongs network operating time and complicates packet man-
agement.

4.5. RQ 5: What Al-based solutions are proposed for detecting
isolation attacks in RPL-based 6LoWPAN?

We respond to the above question by categorizing the identified Al-based so-
lutions as machine learning (ML)-based, deep learning (DL)-based, and hybrid-
based. ML ensemble classifiers (boosted tree, bagged trees, subspace discrimi-
nant, and RUSBoosted trees), along with Al-based PDR, kernel density esti-
mation, threshold statements, naive Bayes (NB), decision trees (DT), logistic
regression (LR), artificial neural networks (ANNSs), expectation—maximization
(EM) clustering, and support vector machine (SVM) classifier are frequently
used. Researcher use DL classification or detection mechanisms, including deep
neural networks (DNN), deep belief networks (DBN), one-R, chi-square, and
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weighted random forest (RF), which are also used by the research community
for mitigating isolation attacks in RPL-based 6LoWPAN.

4.5.1. Machine-learning-based. In 57|, ELNIDS is introduced as a novel
ensemble learning-based Network IDS, a unique integration of components like
a sniffer, repository, feature extraction, analysis, signature database, user inter-
face, and notification management. It stands out by combining multiple ML clas-
sifiers, showcasing enhanced classification outcomes compared to single ML ap-
proaches. In [58], an efficient distributed anomaly detection approach for RPL
networks is presented, leveraging pre-trained models in network nodes to elim-
inate data collection and model training overhead. It utilizes a distributed ar-
chitecture to reduce communication costs significantly and evaluates using ker-
nel density estimation, successfully detecting attack types with a high TPR.
RPL-NIDDS17, introduced in [59], employs five unique ML techniques, achiev-
ing a maximum accuracy of 93% and the lowest FAR of 3.57%, albeit with some
classifier variation due to dataset distribution. [60] proposes an SVM-based ML
technique for attack identification, featuring a real-time monitoring tool for IoT
network behavior and statistics collection. It considers physical, network, and
application-layer data for attack detection, including jamming, BH, and DRA
attacks, along with application-layer features. AIPDR, proposed in [61], miti-
gates SFA using neighborhood information and PDR. It involves decentralized
nodes adapting to environmental conditions, but adaptability may impact PDR
calculation and system operation.

4.5.2. Deep-learning-based. The mechanism proposed in [62] tackles rout-
ing attacks in medical contexts using CNN. It comprises three layers: a medical
data collection layer, a routing network layer, and a medical application layer.
Preprocessing involves three feature selection strategies (one-R, chi-square, and
weighted RF). CNN effectively detects abnormal network traffic patterns, achiev-
ing low error and loss rates in attack identification while maintaining network
stability by reducing the PRC. However, it requires longer processing time, and
distribution methods need clarification. Details such as dataset specifics, selected
attributes, and essential metrics such as PDR, PRC, and E2ED are missing.
In [63], an anomaly-based IDS model using DL is introduced to detect malicious
data. This model categorizes network traffic into sessions and identifies vari-
ous attacks, including BHA, DDoS, sinkhole, and wormhole. It consists of three
phases: network connection, anomaly detection, and mitigation. The network
connection phase establishes the necessary network channel for traffic sniffing.
In the anomaly detection phase, features are extracted and transformed before
being input into a ML module, which utilizes perceptual learning and supervised
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ML techniques for training. The mitigation phase involves actuator and handler
modules to counteract detected attacks.

4.5.8. Hybrid mechanisms (MLEDL). In [64], a hybrid approach is
proposed for detecting threats in RPL-based IoTs, targeting multiple RPL at-
tacks, including rank, version number, Sybil and BHA. The approach involves
data preprocessing, feature selection and reduction, sampling strategy, and nor-
malization to enhance attack detection accuracy. Various classification tech-
niques, such as NB, SVMs, MLP, RF, and ZeroR classifiers, are employed. The
technique successfully identifies threats to both objective functions, with voting
(MLP and RF) yielding superior results. However, analysis of accuracy, preci-
sion, recall, PDR, E2ED, and PRC is not provided. Furthermore, details re-
garding deployment techniques and the dataset used are kept a secret. In [65],
a fault-tolerant Al-based IDS is introduced for detecting various routing attacks
in Industry 4.0 networks, including DODAG rank attack (DRA), BH, sinkhole
(SH), hello flooding (HF), Sybil attack (SF), and version number (VN). The
architecture includes modules for data collection, feature engineering, selection,
and classification. It incorporates RF and Pearson correlation filter techniques
for feature selection. Six ML classifiers — DR, RF, k-nearest neighbors (KNN),
NB, multi-layer perceptron (MLP), and logistic regression (LR) — are utilized
for classification, with assessment using the Sequential DL model. The model
successfully detects attacks across all metrics for both two-class and multi-class
classifications, with the RF classifier exhibiting the fastest fitting time. Addition-
ally, the study introduces the RF-IDSR approach, providing fault and intrusion
tolerance for Industry 4.0 networks. However, dataset availability and deploy-
ment methods are unspecified, and crucial indicators like PDR, PRC, and E2ED
are not examined. In [66], an ML-based approach is proposed for identifying
risks in RPL-based IoT networks, employing seven ML algorithms: KNN, LR,
RF, GNB, DT, AdB, and MLP. Performance evaluation includes accuracy, pre-
cision, recall, Fl-score, and AUC. Decision Trees achieved the highest scores in
accuracy, precision, and Fl-score. LR, GNB, and MLP models had the highest
recall, while RF had the highest AUC. However, PDR, E2ED, and PRC stud-
ies were not discussed, and dataset availability and deployment strategy were
unspecified. Additionally, the complexity of ML algorithms may render them
unsuitable for constrained devices.

4.6. RQ6: What performance metrics are considered by the research
community while mitigating RPL-IA?

The mitigation mechanisms discussed in the preceding section tend to im-

prove the RPL protocol’s performance while mitigating isolation attacks. On the

other hand, the metrics addressed vary according to the attack and methodology
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adopted. This section discusses various performance metrics in the literature con-
cerning the mitigation of RPL-IA. Table 5 summarizes the various performance
metrics addressed in each reference.

TABLE 5. Isolation attack performance metrics considered.

Ref.[Method[Attack[M1[M2[M3[M4[M5[M6[M7[M8[Mo[M10[M11[M12]M13[M14[M15]|M16[M17
8]] ¢B | BS [v v |V

[19]] CB B v

[20]] CB B Vv

[21]] TB B vvv

[22]] TB | B,S v Vv

23] TB | BS | v |V v v

[24]] TB B |/ Vv v

25| TB | BS | v |V V|V v v v

[26]] TB | BS | v Vv v

271 TB | B,S V|V v v

[28]] TB S v v v

[29]| TB S v v v

[32]] TH B v v v v

[33]] TH B Vv v

[35]] TH D |v v v

[36]| TH D |v v vV
[37]] sB B v

8] HM | B v Vv

B9 HM | BS | v v |V

[40][AIDS| B | v v

[42] AIDS| S v v

[43][ADS| S |V v v

[44]| sIDS | B vV v

[45]| S-IDS | B,S v v

[47]|T-IDS| B | v v vV
[48]| T-IDS | B,S | v v

49| T-IDS| S | v v Vv Vv ]iviv]iv]iv]v
[50]| T-IDS | S v v v

BUlHIDS| S | v v v

[52]| H-IDS | S v Vv

B4 EIDS| BS | v |[v |V v

[5]| SIDS | B | v v v v

[56]| S-IDS | B,S v

Abbreviations: M1 — average power consumption (APC), M2 — accuracy (ACC), M3 — end-to-end
delay (E2ED), M4 — packet loss (PL), M5 — packet delivery ratio (PDR), M6 — throughput (TP),
M7 — frequency of node rank change (FNRC), M8 — true positive rate (TPR), M9 — false positive
rate (FPR), M10 — CPU/memory overhead (CP/MO), M11 — packet reception rate (PRR), M12 —
detection rate (DR), M13 — false negative rate (FNR), M14 — overhead (OH), M15 — DAO-FO,
M16 — upward latency (UL), M17 — download latency (DL), B — black hole attack, S — selec-
tive forwarding attack; D — DAO-inconsistency attack; CB — cryptography-based, TB — trust-based,
PS — provenance scheme, TH — threshold-based, SB — statistical-based, HM — hybrid mechanism,
A-IDS — anomaly-IDS, S-IDS — specification-IDS, T-IDS — trust-based IDS, H-IDS — hybrid IDS,
B-IDS — blockchain-based IDS, E-IDS — energy-based IDS, S-IDS — statistical-based IDS.
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4.6.1. Black hole attack. The research community addresses several per-
formance parameters in mitigating the BHA within the resource-constrained en-
vironment of 6LoWPAN. Among these, the most prioritized performance metric
is the average packet consumption, owing to its resource-constrained nature.
Following APC, the PDR is predominantly addressed due to the susceptibil-
ity of isolation attacks, resulting in significant packet drop rates. Accuracy is
the third most considered performance metric, indicating the precision of attack
identification. Figure 8 illustrates the array of performance metrics focused on
by the research community exclusively in mitigating the BHA. The first five
performance metrics are APC, PDR, ACC, PL, and E2ED, whereas the least
significant performance metrics are TPR, FPR, OH, UL, and DL.

47

4

Percentage of Consideration [%)] Performance Metric

Fic. 8. Black hole attack vs. performance metrics.

4.6.2. Selective forwarding attack. The research community assesses
various performance metrics in addressing the SFA, as depicted in Fig. 9. Given
its resource-constrained context, the APC emerges as a highly esteemed perfor-
mance metric, followed closely by ACC. The OH introduced by the proposed
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Fi1c. 9. Selective forwarding attack vs. performance metrics.
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mechanism ranks as the third most critical performance metric, followed by DE
and E2ED. Conversely, FNRC, PRR, DAO-FO, UL, and DL are among the least
prioritized performance metrics.

4.6.3. DAO-IA attack. Figure 10 showcases the performance metrics an-
alyzed by researchers in combatting the DAO-IA. The foremost metric of signif-
icance is APC, which PDR succeeded due to the attack’s characteristics. Since
a DAO-TA typically amplifies DAO packets within the network topology, the
research community also extensively evaluates the DAO Forwarding Overhead
metric. Upstream and downstream latencies are given nearly equal considera-
tion, while CPO stands as the least prioritized performance metric in addressing
DAO inconsistency attacks.

APC
CP/MO 100%

DL 37%
64% '

UL
72%
PDR
‘ 98%

DAO-FO
96%

Fi1c. 10. DAO inconsistency attack vs. performance metrics.

4.7. RQ7: What are the open issues and research challenges
in mitigating RPL-TA?

This question is crucial as it drives our inquiry into unresolved aspects of
RPL-IAs, encouraging further investigation. LLNs consist of resource-constrained
devices linked by largely unreliable wireless connections. LLNs find applications
in various fields, including industrial monitoring, building automation, health-
care, and environmental sensing. They operate under strict constraints to con-
serve energy and typically utilize link layers with limited frame sizes and short
packet transmission times. The Routing Protocol for LLNs (RPL) is susceptible
to isolation attacks, where malicious nodes disrupt data transmission, leading to
network instability and reduced performance.

4.7.1. RPL embedded solutions. 10T sensing devices often lack the com-
putational capacity for complex security tasks, with proposed cryptographic
techniques demanding significant resources. Hash chain authentication, Merkle
tree authentication, and dynamic keying, though popular, impose heavy com-
putational, memory, and energy burdens on resource-constrained systems. Key



A review of isolation attack mitigation mechanisms. .. 305

management is incredibly challenging in such networks, necessitating resource
optimization for both operation and security. Centralized trust models dele-
gate trust calculation to a single entity, introducing single points of failure and
requiring all nodes to submit trust evaluations centrally. However, this approach
is impractical for resource-constrained nodes and fails to address dynamicity,
mobility, and high packet loss rates. Additionally, privacy concerns remain un-
addressed in many trust-based solutions, hindering public confidence and inno-
vation in IoT systems.

4.7.2. Lightweight IDS solutions. Only lightweight IDS systems are
recommended for resource-constrained devices because of computational, com-
munication, memory, and energy OH. IDS are the second line of defense respon-
sible for detecting RPL operation anomalies. Designing lightweight IDS in terms
of computation and resource utilization is challenging. Modern IDS leverages ML
and DL to improve attack detection accuracy. Attaining appropriate TPR and
FPR in real-time using available resources in IoT devices is challenging. Due to
the lack of appropriate attack datasets to train the models, ML-based techniques
still need refinement to be a successful defense mechanism against RPL-TA.

4.7.3. Al-based solutions. Existing mitigating mechanisms for RPL-TA
are often static and may not adapt well to mobile and heterogeneous environ-
ments. The dynamic nature of RPL networks means devices can join, leave, or
change availability unpredictably. Unfortunately, many proposed solutions fail
to address this dynamic aspect. Additionally, most existing defense solutions are
tested on more minor scales than large IoT networks, so their effectiveness may
vary when applied broadly. There is a lack of focus on emerging threats like DIO
suppression, routing choice intrusion, and ETX manipulation, necessitating the
development of new defense mechanisms. However, utilizing machine learning
for RPL-specific security is challenging due to resource constraints despite its
success in other networks. While a few ML-based strategies have been proposed,
they often require heavy computational tasks that are difficult to integrate into
RPL-based 6LoWPAN. Few solutions are fully integrated with RPL, and most
only address single attacks rather than multiple threats. Furthermore, existing
security solutions are mainly evaluated in constrained network scenarios, and
their performance may degrade in physical RPL-based 6LoWPAN deployments.

5. CONCLUSION

We evaluated RPL-IAs, including the BHA, SFA, and DAO-IA, along with
their mitigation mechanisms proposed in the literature. To our knowledge, no
comparable survey has exclusively focused on RPL-IA and their mitigating tech-
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niques. By presenting a taxonomy for RPL-IA defense mechanisms, including
RPL embedded solutions, Lightweight IDS, and Al-based solutions, and further
subcategorizing them, we comprehensively addressed all the research questions
framed. Each category of the proposed mitigation mechanism was exhaustively
analyzed by identifying the adopted methodology, features, limitations, and per-
formance metrics. While mitigating BHA, SFA, and DAO-IA, the APC emerges
as the key performance measure addressed by approximately 47%, 51%, and
100% of the research community, respectively. The type of performance metric
addressed varies, but the top five are APC, PDR, E2ED, ACC, and CPOH.
Downward latency is the performance metric addressed the least in mitigating
the BHA (4%) and SFA (3%). However, CPO is the performance metric ad-
dressed the least when it comes to DAO-IA (37%). We also discussed the unre-
solved issues and research challenges that need to be addressed while mitigating
the RPL-TA, which will guide the research community in future studies.
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