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This paper presents a new dual model combining binary and real-valued representations of samples for
negative selection algorithms. Recent research show that the two types of encoding can produce quite good
results for some types of datasets when they are applied separately in such algorithms. Besides a number
of efficient algorithms, various affinity (or similarity) functions fitted to particular implementation was
investigated. Basing on a series of experiments, we propose a dual representation enabling overcome some
of the existing drawbacks of these algorithms, and allowing significant speed up the classification process.
This new model was designed mainly for detecting anomalies in real-time applications, were the time of
classification is crucial, e.g. intrusion detection systems.
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1. INTRODUCTION

One of the crucial problems in developing automated classification systems is the choice of appropri-
ate representation for samples gathered in the datasets. Typically, most of the samples are encoded
as vectors of real-valued numbers. Unfortunately, this type of representation can involve the use of
many time consuming operations (like multiplication and division), e.g. when classification process
have to compute a distance between two samples to measure the similarity between them. Therefore,
in the case of huge dataset containing tens of attributes, the choice of this type of representation
seems to be far from optimal, especially when the time of classification is crucial.

As an example imagine a network-based Intrusion Detection Systems (IDS) which must be ca-
pable to perform real-time traffic analysis to detect unacceptable system and network activity.

A classical IDSs uses the set of signatures (described even by more than 30 attributes) that
define what suspicious traffic is. Thus, to detect intruders, every network connection is compared
(attribute by attribute) against signatures gathered in the database. For example, Snort [21], the
most popular free software IDS, uses the following rules:

alert icmp $HOME_NET any -> $EXTERNAL_NET any (msg:"DDOS Stacheldraht
gag server response'"; icmp_id:669; itype:0; content:"sicken";
reference:arachnids,195; classtype:attempted-dos; sid:225; rev:6;)

Since the time complexity of comparing attribute’s values, regardless of used representation (string,
integer or real value), is very low (as opposed to multiplications and divisions), the type of rep-
resentation is not crucial. However, this approach losses its effectiveness when the signatures (or
rules) are written to identify precisely each currently known issue. As a result, the database with
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signatures grows and grows as well as new (unseen) and variations of known attacks are not fully
detected.

A possible solution to this problem relies upon generalization of too stringent rules. Through the
relaxing and varying the conditions and parameters, it is possible to decrease the number of rules
(faster classification) as well as to identify novel attacks. On the other hand, too relaxed constraints
can lead to raising the alarms for legitimate network connections. This problem, for Snort’s rules,
is widely discussed in [3]. -

An interesting alternative for classical approaches to intrusion detection problem is offered by
Artificial Immune Systems (AIS). This approach is inspired by the Natural Immune System (NIS)
recognized as one of the most complex system in Nature. It is responsible for protecting an organism
against damage from extremely large number of harmful bacteria, viruses, parasites and fungi,
termed pathogens. To detect and eliminate pathogens, which constantly attack the organism, the
NIS continually generates different receptors which tolerate own cells and react only when they meet
any pathogen. The process of tuning receptors towards the attackers is called affinity maturation.
This is the very important process as in its result we obtain a set of receptors which do not recognize
any own cell, and almost perfectly react against intruders. It is worth to notice, that only own
cells are used during the maturation and, what is characteristic for the NIS, no negative examples
(descriptions of pathogens) are necessary. Therefore, mature receptors are able to recognize even
previously not met foreign bodies, which total number is far greater than 106 whereas the total
number of own cells has been estimated to be about 10%. This great efficiency, achieved by huge
diversity of receptors, is the important reason of interest in developing AIS observed in recent years.

A reader interested in detailed description of the immune mechanisms is referred to e.g. [20, 30].

Since there, many immune-inspired IDS were presented (see [2] for review). They are imple-
mented through the use of a self-nonself model, where self denotes own cells and nonself denotes
pathogens. Most of these systems use negative selection principle (see Section 2) to generate re-
ceptors which can be compared to generalized rules of classical IDSs. Each receptor is capable to
recognize many types of nonself samples (e.g. not legitimate network connections) by calculating
its similarity to a given (i.e. censored) sample. Depending on used representation (binary or real-
valued) different affinity functions (typically measuring a distance between compared objects) can
be regarded. The advantages and disadvantages of both representation with examples of different
algorithms of generating detectors, we discuss in Section 4. In Section 4.3, we present new dual
model of representing the samples which combine both the encodings to achieve higher efficiency
and to speed up the classification time.

2. NEGATIVE SELECTION

One of the major algorithms developed within emerging field of AIS is Negative Selection Algorithm,
proposed by Forrest et al. [12]. It is inspired by the process of thymocytes (i.e. young T-lymphocytes)
maturation. To be more formal, denote U the problem space, or Universe of discourse, (e.g. U
is a set of all possible strings of fixed length, see Section 4.1), and let S C U be a subset of
strings representing typical behavior of a system under considerations. Then the set of elements
characterizing anomalous behavior, N can be viewed as the set-theoretical complement of S,

N =U\S. (1)

The elements of S are called self, and those of N are termed as nonself.

The negative selection algorithm relies upon generation of so-called detectors in such a way,
that a freshly generated detector d is added to the set D of valid detectors only if it recognizes at
least one element in N, and does not recognize any self element. In simplest case the detectors are
generated randomly, but smart techniques are requested in general [12]. To mimic the process of
self /nonself recognition we must designate a rule, match(d, u), specifying when a detector d activates
given an element u, see e.g. [29] for details. Usually, match(d, u) is modeled by a distance metric or



Dual representation of samples for negative selection issues 581

a similarity measure [13]. Majority of detection rules induce so-called holes, i.e. regions of N which
are not covered by any detector and therefore samples from this region will be classified as self.

In real-life applications, usually, it is not possible to gather all elements of S, because typically
only small its subset is observed. Therefore, it is assumed, that S is composed of Sseen, and Synseen ,

S= Sseen U Sunseen ) (2)

but only Syeen is taken into the training phase (i.e. the phase of detectors generation). As a result,
the detectors from the set D can recognize not only nonselfs from N’ C N, but also some elements

from Synseen - The existence of holes in Synseen is necessary to generalize beyond the training set
(see [24] for details).

3. TESTING DATASET

To design efficient immune-based IDS we need to develop algorithms which are able to recognize the
intruders described by tens of attributes. Therefore we choose the KDD Cup 1999 [14] as a test set;
it is very popular dataset used to evaluate ID algorithms as well as other classification algorithms.
It contains almost 5 millions records. Each record describes a network connection as a vector of
41 attributes (38 numerical and 3 symbolic) with additional end-label (normal value means self
connection).

Examples of self and nonself connections are given below:

91, udp, domain_u, SF, 87, 45,0, 0, 0, 0, 0, 0, 0
0 18

0 ,0,0,0,0,0,0,0,0,0,0,0, 1,1, 0.00, 0.00, 0.00,
0.00, 1.00, 0.00, 0.00, 147, 140, 0.95, 0.01, 0.18, 0.0 0, 0.

0, 0.00, 0.00, 0.00, 0 00, normal.

0, icmp, eco_ i, SF, 18, 0, 0, 0, 0, 0, 0, 0, O, O, O, 0, 0, 0, 0, 0, 0, 0, 1, 1, 0.00, 0.00, 0.00, 0.00,
1.00, 0.00, 0.00, 1, 153, 1.00, 0.00, 1.00, 1.00, 0.00, 0.00, 0.00, 0.00, ipsweep.

In our experiments all redundant connections were eliminated first. As a result we obtained
reduced set Synique containing 1074994 (almost fivefold reduction) unique connections (812813
normal and 262 181 anomalous).

4. SAMPLES REPRESENTATIONS

As already mentioned, to model the interactions (matching) between self and/or nonself elements we
need three elements: (a) proper samples encoding, (b) appropriate affinity function, and (c) appro-
priate algorithm enabling generation of the receptors. In this paper, we consider two basic encodings
(representations) recently used for negative selection algorithm purposes: binary and real-valued.
For both of them many algorithms generating detectors were designed to achieve possibly highest
detection rates with various similarity measurements functions. Short review of current state in this
domain is presented below (see also [2]).

4.1. Binary representation

In case of binary encoding, we identify the Universe with [-dimensional Hamming space, H build
out of all binary strings of fixed length [,

H' = {000...000,000...001,...,111. . 111}.
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4.1.1. Binary matching functions

Percus et al. [19] proposed the r-contiguous matching rule for abstracting the similarity between
two strings in H'. According to this rule, two samples hi,h; € H!, match if at least r contiguous
bits in both strings are identical. Below an example of matching a sample by a detector for affinity
threshold r = 3 is given

1
g e e g
10001110 sample,

01001001 detector.
N

”

The number of possible elements recognized by a detector d € H' with given threshold value r
is(l—r+1)-2"" ie. (8—3+41)-283 =6-32 in our case. With a given detector d can associate
the set of [ — r 4+ 1 templates; for instance, if d = {1100 10 0 1}, it recognizes all samples of
theform{l10*****},{*100****},{**001***},{***010**},{****100*},
{*****00 1}, where the asterisk * is the wild-card symbol representing either 0 or 1. The
threshold r is chosen in advance. When choosing this value, one should remember that the greater
r is, the most specific the detectors become.

A variant of the r-contiguous bits rule is the r-chunk matching rule proposed by Balthrop et al. [4].
In this case, sample s and detector d match if a position p exist, where all characters of s and d
are identical over the sequence of length 7. For s = {10001 110} and r = 4 the set D, of all
receptors which are able to recognize sample s is

D, = {0[1000,1]0001,2|0011,3|0111,4|1110},
|Ds| =1 —7r+1.

Here e.g. the symbol 0|1000 informs that when comparing a string h € H' with such an r-chunk,
we should start from 0-th position in h and we must check if 4 contiguous bits of h agree with the
template 1000.

4.1.2. Short review of algorithms generating binary receptors and its application

Forrest et al. [12] proposed an algorithm generating binary receptors, where candidate detectors
were randomly generated; those candidates which recognized any self sample were discarded. This
process was repeated until required number of detectors was generated. The algorithm, although
highly inefficient, can supplement the performance, for example, of non-random algorithms for
a high-dimensional dataset (see below for complexity details).

D’haeseleer et al. [11] presented two algorithms, termed linear time detector generating algorithm
and greedy detector generating algorithm, respectively. Both of them try to generate receptors in
a more sophisticated way; particularly the greedy algorithm chooses detectors that are far apart,
in order to avoid possible overlapping of detectors and to provide enough coverage in the nonself
space.

Wierzchori in [28] used the notion of binary template (introduced in previous subsection) to
generate “optimal”’ repertoire by choosing the detectors recognizing as much as possible nonself
strings. Using this algorithm, it is possible to find in advance the number of detectors needed to
cover the set N and to determine the number of holes.

These algorithms use the r-contiguous matching rule. For the r-chunk matching rule, Stibor [23]
proposed an algorithm called Build-Rchunk-Detectors generating all possible r-chunk detectors,
which will not cover any element in S. This algorithm is also appropriate for higher alphabets.

All algorithms mentioned above, except random one, has runtime and space complexity exponen-
tial in 7, i.e. O(|Z|"), where |X| stands for the cardinality of the alphabet used to construct strings
of interest. Therefore, they are only applicable to small values of r. Even for the binary alphabet
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|Z| = 2 and larger values of 7 the space and time complexity are infeasible high [22]. On other hand,
for too small values of r it is not possible to generate any detectors.

Furthermore, Stibor in [23] showed that there is a coherence between the number of generable
detectors and the number of resulting holes T,

=3 mgm) -2 5) - (o))

This means that to minimize the number of holes 7 must be close to I, but it involves the increase
in the complexity of algorithms generating receptors.

Hofmeyr in [15] developed immune-based IDS using binary representation and r-contiguous rule
as a matching function. Detectors, were randomly generated and each network TCP SYN packet
was encoded as a binary string of length 49:

T =

e 32 bits for IP address of external host,

e 8 bits for IP address of local host (it was assumed, that all internal host have the same class C
IP address; in other case, samples were extended to strings of length 76),

e 8 bits representing the type of service,
e 1 bit for indicating the whether or not the first host is the server.

Unfortunately, those attributes are not sufficient to detect intruders in real-world. Therefore, the
list of attributes describing the connections should be extended (compare rules used by Snort and
number of attributes in KDD Cup dataset) and this involve the use of much longer binary strings.

4.2. Real-Valued representation
4.2.1. V-Detector algorithm

To overcome scaling problems inherent in Hamming space, Ji and Dasgupta [16] proposed real-valued
negative selection algorithm, termed as V-Detector.

It operates on (normalized) vectors of real-valued attributes; each vector can be viewed as a point
in the d-dimensional unit hypercube, U = [0,1]¢. Each self sample, s; € S, is represented as
a hypersphere centered at c; € U and constant radius ry, i.e. s; = (¢, rs), 2 = 1,...,l, where
| is the number of self samples. Every point w € U which lies within any self hypersphere s; is
considered as a self element. Also, detectors d; are represented as hyperspheres: d; = (c;, ri)s
J =1,...,p where p is the number of detectors. In contrast to self elements, the radius r; is not
fixed but is computed as the Euclidean distance from a randomly chosen center c; to the nearest
self element (this distance must be greater than r, , otherwise detector is not created). Formally, we
define r; as

T = Iéliil<ll dist(cj, ci) —1s. (4)

The algorithm terminates if predefined number pp,q, of detectors is generated or the space U\S is
sufficiently well covered by these detectors; the degree of coverage is described by the parameter co
— see [16] for the algorithm and its parameters description.






